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CCR No. 96-1340 Logged Date 11/22/96 Rev. - Request Type CCR

Priority Routine|:| Urgent Emergency |:| Affected Release Change Class |l

Title (description)
Enterprise Server Acquisition for Installation on Starsky

Documents Affected Source Nos (RID, NCR, Action Item, GSFC CCR, etc.) or
Tech Reference

Doc # 627-CD-002-001
(Security Risk Management Plan for Release B)

RTM Change |:| Start New Baseline |:|

Problem

The ECS User Feedback Tool is in the process of being moved to a new developmental server named Starsky.
The Starsky server lacks a secure environment in which to conduct administrative functions for the collection and
analysis of data from the User Feedback Tool. As currently implemented, access to these functions require
authentication with login and password information through an insecure interface that carries the potential for
compromise of security. A secure interface will give developers the capability of producing functionality that is
compliant to logical security control requirements. Any breach in security can result in loss of data in addition to
loss of its integrity - the implications of which can go beyond the scope of the User Feedback Tool.

Proposed Solution

The installation of Netscape Enterprise Server 2.0 on Starsky will enable fulfillment of the logical security control
requirements as specified in the technical reference document.

Impact Analysis:
Organizations Affected: BOO [] Contracts [ ] ESO [] FOs [] M&O []

QA [] Rel. A [] Rel. B [] Rel. IR1 [ ] MRS [ ] SMO [ ] Subconts [ ]

Al |:| Other

Cost: None [] Small Medium [_] Large []
(Not exceeding $100,000) ($100,000 to $500,000) (Over $500,000)

Schedule: None Other

Additional LOC Man-Months

Materials $995
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